Residual Data Leakage Detection Across Object Storage

Lifecycle Transitions

Authors

Lukas Meier?, Anna Keller?*

Affiliations

Department of Computer Science, ETH Zurich, Zurich 8092, Switzerland

*Corresponding author: anna.keller@gmail.com

Abstract

Cloud object storage is commonly used for application data, archives, logs, backups,
analytics outputs, and cross-service data exchange. Although access control is important,
data-security risk may also arise from improper lifecycle policies, residual objects, unexpired
temporary files, vulnerable processing services, and inconsistent deletion rules. This study
proposes a policy-aware vulnerability risk assessment framework for object storage lifecycle and
residual data exposure in cloud platforms. The framework evaluates object sensitivity, lifecycle
rule completeness, deletion-policy compliance, bucket vulnerability context, temporary URL
exposure, processing-service privileges, replication settings, and retention violations. A
lifecycle-risk propagation model is used to connect vulnerable processing workloads with
generated storage objects and retained data copies. Experiments are conducted on a cloud storage
environment containing 38,500 buckets, 126 million object metadata records, 4,760 lifecycle rules,
21,300 temporary access URLs, 7,900 data-processing services, and 31,200 vulnerability records
linked to storage-facing workloads. The proposed method identifies 4,180 residual data exposure
chains, including expired temporary files, replicated sensitive objects without aligned deletion
rules, vulnerable processors writing to public-facing buckets, and long-lived temporary URLs
linked to regulated datasets. It consolidates 31,200 wvulnerability findings into 4,640
lifecycle-aware remediation units. The storage-policy engine scans 126 million object records in
41.3 minutes and completes daily incremental analysis in 6.8 minutes. After two remediation
batches, residual sensitive-object cases decrease by 2.31 million records, and long-lived temporary
URLSs linked to sensitive data decrease from 3,420 to 870. The median scoring time is 24 ms per
bucket-level risk unit. These findings indicate that lifecycle-aware vulnerability assessment can
uncover data-security risks that are missed by access-control-only cloud storage reviews.
Keywords: Object storage security; lifecycle policy risk; residual data exposure; cloud
vulnerability assessment; policy-aware risk scoring; temporary URL exposure; cloud data
governance.

1. Introduction


mailto:anna.keller@gmail.com

Cloud object storage is widely used for application files, logs, backups, analytics outputs, and
cross-service data exchange. Its scalability, elasticity, and low operational cost make it a core data
layer in modern cloud platforms. However, the same features also create data-security risks that go
beyond conventional access control. Sensitive data may remain exposed through incomplete
lifecycle rules, inconsistent deletion policies, residual temporary objects, long-lived temporary
URLSs, unsafe replication settings, and vulnerable processing services that continuously write data
into storage buckets. Recent research on cloud infrastructure security has shown that vulnerability
information, infrastructure context, policy checks, and remediation logic can be integrated into a
practical security framework for cloud environments [1]. Related studies have further shown that
misconfigured cloud buckets can be discovered at scale and may expose credentials, configuration
files, application secrets, and sensitive records [2,3].

Secure object storage management requires more than preventing unauthorized access at a
single point in time. Data may be created by applications, transformed by processing services,
replicated across regions, shared through temporary URLs, retained for compliance reasons,
archived for backup, or deleted according to lifecycle policies [4,5]. During these processes,
security exposure may occur when metadata are incomplete, encryption states are inconsistent,
retention policies are not enforced, temporary objects are not removed, or deletion verification is
absent [6,7]. Data-lifecycle and cloud governance studies have indicated that secure storage
should cover data creation, use, sharing, archival, deletion, verification, metadata quality,
encryption, and policy enforcement [8,9]. These studies provide useful foundations for data
governance, but most of them still treat access control, encryption, deletion, retention, and privacy
compliance as separate problems [10,11]. In practical cloud platforms, object storage exposure is
often produced by the interaction of multiple factors rather than by an isolated misconfiguration.
A bucket with restricted access may still create risk if vulnerable processing services write
sensitive temporary files into it, lifecycle rules fail to delete residual objects, temporary URLs
remain valid for an excessive period, or replication policies create unmanaged copies in another
region [12,13]. Similarly, a deletion policy may appear complete at the bucket level but fail to
cover derived files, intermediate results, replicated objects, or backup copies [14,15]. These cases
show that storage risk should be evaluated along the object lifecycle and the service chain that
produces, transfers, retains, and deletes data. Without such a lifecycle-linked view, security teams
may identify exposed buckets or vulnerable services but still fail to understand how residual data
exposure is formed and propagated. Vulnerability prioritization methods have also moved beyond
severity-only ranking. CVSS provides a technical severity baseline, while EPSS improves
exploit-likelihood estimation [16,17]. Context-aware methods further consider asset exposure,
business value, environmental conditions, and remediation constraints when ranking
vulnerabilities [18,19]. Cloud-native studies also show that vulnerabilities and misconfigurations
often appear across containers, deployment files, access policies, service dependencies, and cloud

resource links [20,21]. These methods are valuable for improving vulnerability management, but



they are usually designed at the CVE, package, host, image, or asset level. They do not fully
include object sensitivity, lifecycle-rule completeness, deletion compliance, temporary URL
exposure, replication mismatch, residual copy risk, and the privilege scope of storage-facing
processing services. This limitation is important because cloud object storage risk is closely
related to data state and lifecycle behavior. A medium-severity vulnerability in a processing
workload may become a high-risk issue if the workload has write access to buckets containing
sensitive analytics outputs or regulated records [22,23]. A temporary URL may become more
serious when it points to objects that should have been deleted under a retention policy. A
replication setting may increase exposure when sensitive objects are copied to a region or storage
class that lacks equivalent encryption, access review, or deletion controls. Therefore, a practical
risk assessment framework should connect vulnerability context with object sensitivity, lifecycle
policy, replication behavior, temporary sharing, and deletion integrity. Such a framework can help
distinguish isolated technical findings from storage-exposure chains that may cause real
data-confidentiality and compliance impacts.

To address this gap, this study develops a policy-aware vulnerability risk assessment
framework for object storage lifecycle and residual data exposure in cloud platforms. The
framework evaluates object sensitivity, lifecycle-rule completeness, deletion-policy compliance,
bucket vulnerability context, temporary URL exposure, processing-service privilege, replication
settings, retention violations, and residual copy risk. A lifecycle-risk propagation model is further
designed to link vulnerable processing workloads with generated objects, replicated copies,
temporary files, and retained data. The purpose is to identify lifecycle-linked exposure chains
rather than merely rank vulnerable buckets or storage-facing services. By grouping raw findings
into actionable remediation units, the proposed framework helps security teams prioritize storage
risks that may affect data confidentiality, deletion integrity, and policy compliance. This study
therefore provides a more operationally useful basis for securing object storage in large-scale

cloud platforms where data are continuously generated, shared, replicated, archived, and deleted.

2. Materials and Methods

2.1 Sample and Study Environment Description

This study was conducted in a cloud object-storage environment used for application data,
logs, backups, analytics outputs, temporary files, and cross-service data exchange. The sample
included 38,500 buckets, 126 million object metadata records, 4,760 lifecycle rules, 21,300
temporary access URLs, 7,900 data-processing services, and 31,200 vulnerability records linked
to storage-facing workloads. These records were collected from bucket configurations, object
metadata tables, lifecycle policy logs, temporary URL records, replication settings, deletion-policy
records, and vulnerability reports from processing services. Daily storage-policy snapshots were
used to cover routine bucket updates, object refreshes, lifecycle-rule changes, URL renewal events,

replication changes, and workload upgrades. The study objects included public and private



buckets, sensitive objects, temporary objects, replicated copies, retained backup objects,
processing-service outputs, and objects generated by vulnerable workloads. Each bucket-level risk
unit was described by object sensitivity, lifecycle-rule completeness, deletion compliance,
temporary URL exposure, replication state, retention violation, processing-service privilege, and

related vulnerability context.

2.2 Experimental Design and Control Experiments

The experiment examined whether lifecycle and residual-data context improved
vulnerability-risk assessment in cloud object storage. The experimental group used the
policy-aware lifecycle-risk assessment method. This method combined object sensitivity, lifecycle
rule completeness, deletion-policy compliance, bucket vulnerability context, temporary URL
exposure, processing-service privilege, replication setting, and retention violation into one
bucket-level risk score. Four control groups were used for comparison: CVSS-only ranking,
access-exposure ranking, object-sensitivity ranking, and lifecycle-rule ranking. These baselines
were selected because they represent common methods in storage-security review. CVSS reflects
technical severity, access-exposure ranking reflects bucket reachability, object-sensitivity ranking
reflects data value, and lifecycle-rule ranking reflects policy completeness. All methods were
tested on the same bucket inventory, object metadata records, lifecycle-policy table, temporary
URL list, processing-service map, replication records, and vulnerability dataset. The comparison
focused on residual exposure-chain detection, remediation grouping, sensitive-object reduction,

long-lived URL reduction, scanning cost, and score stability.

2.3 Measurement Methods and Quality Control

Bucket and object metadata were extracted from storage catalogs, bucket policies, object tags,
lifecycle rules, deletion logs, replication configurations, temporary access URL records, and
processing-service access records. Object sensitivity was assigned according to storage labels,
including public, internal, personal, financial, operational, and regulated data. Lifecycle rule
completeness was measured by checking expiration rules, transition rules, delete-marker handling,
non-current version cleanup, and temporary-object removal. Deletion-policy compliance was
measured by comparing object age, object type, retention period, and required deletion deadline.
Temporary URL exposure was measured by checking URL validity period, access scope, linked
object sensitivity, and external reachability. Processing-service privilege was measured by
reviewing bucket read, write, delete, list, replicate, and policy-management permissions.
Vulnerability records were mapped to storage-facing workloads by service name, container image
digest, package version, connector version, and bucket-write relationship. Quality control included
duplicate removal, link validation, and manual review. Duplicate records were removed by CVE
ID, package version, image digest, service 1D, and bucket ID. Object-to-service and replication

links were checked against storage access logs and configuration snapshots to remove stale



mappings. In addition, 5% of high-risk residual exposure chains were reviewed by two cloud
data-security engineers, and inconsistent labels were corrected by checking deletion logs, lifecycle

rules, URL records, and bucket policies.

2.4 Data Processing and Model Formulas

All variables were converted into bucket-level or object-chain indicators before scoring.
Binary variables were used for public bucket exposure, long-lived temporary URL, missing
encryption, retention violation, incomplete lifecycle rule, and vulnerable processing-service output.
Ordered variables were used for object sensitivity, processing-service privilege, replication risk,
deletion-policy severity, and vulnerability severity. Continuous variables, including object age,
URL lifetime, number of retained objects, number of replicated copies, and number of
vulnerability records, were normalized to the range of 0-1. The risk score of bucket-level unit i
was calculated as R=10x YL, wy x;+al;+BU;, where R; is the final risk score, x;. is the
normalized value of factor k,w, is the factor weight,L; is the lifecycle-risk propagation term, U;
is the temporary URL exposure term, and a and  control the effects of lifecycle violation and
URL exposure. Higher weights were assigned to regulated objects, unexpired temporary files,

long-lived temporary URLSs, vulnerable processors, public-facing buckets, and replicated objects
without aligned deletion rules. The remediation grouping rate was calculated a RGR=1—% , Where

G is the number of lifecycle-aware remediation units and V is the number of raw vulnerability

findings. A larger RGR indicates a stronger reduction of repeated storage-related findings.

2.5 Evaluation Protocol and Statistical Analysis

The method was evaluated from six aspects: residual exposure-chain detection, remediation
grouping, sensitive-object reduction, long-lived URL reduction, scanning cost, and score stability.
Residual exposure-chain detection was measured by counting chains that linked vulnerable
processing services, retained objects, temporary URLs, replication settings, and sensitive data
labels. Remediation grouping was assessed by comparing raw vulnerability findings with
lifecycle-aware remediation units after bucket, object, service, and policy records were grouped.
Sensitive-object reduction was measured by counting residual sensitive-object records before and
after remediation batches. Long-lived URL reduction was measured by tracking temporary access
URLSs linked to sensitive data. Scanning cost was measured by the total time required to scan 126
million object records and the median scoring time per bucket-level risk unit. Score stability was
assessed across daily storage-policy snapshots by calculating score changes after routine bucket
updates, lifecycle-policy changes, object refreshes, and workload upgrades. The ranked results

were compared with manually reviewed high-risk exposure chains. Precision, recall, and F1-score

2xPrecisionxRecall

were used to measure ranking quality, where F1= . The Wilcoxon signed-rank test

Precision+Recall

was used to compare paired ranking results, and p<0.05 was considered statistically significant.



3. Results and Discussion

3.1 Residual Exposure-Chain Identification

The policy-aware framework identified 4,180 residual data exposure chains from 31,200
vulnerability records related to storage-facing workloads. Most chains were linked to expired
temporary files, replicated sensitive objects with inconsistent deletion rules, vulnerable processors
writing to public-facing buckets, and long-lived temporary URLSs connected to regulated datasets
[24,25]. These results show that object-storage risk cannot be assessed only by bucket permission
status or CVE severity. Some high-severity workload findings had limited storage impact because
they wrote only to short-retention internal buckets. In contrast, several medium-severity
vulnerabilities became high-priority risks when the affected services generated sensitive objects,
used long-lived URLs, or wrote data into buckets with incomplete lifecycle controls. This pattern
is consistent with data-lifecycle security studies, which suggest that data protection should cover
collection, processing, storage, sharing, archiving, and destruction rather than access control alone,

as shown in Fig. 1.
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Fig. 1. Secure data life cycle covering collection, processing, storage, sharing, archiving, and
destruction.

3.2 Comparison with Baseline Ranking Methods

The proposed method provided a more practical remediation order than CVSS-only ranking,
access-exposure ranking, object-sensitivity ranking, and lifecycle-rule ranking. CVSS-only
ranking reflected technical severity, but it could not determine whether a vulnerable workload
generated retained sensitive objects. Access-exposure ranking detected public-facing buckets, but
it missed private buckets with long-lived temporary URLs or inconsistent replication rules.
Object-sensitivity ranking captured data value, but it did not include vulnerable processing
services or lifecycle-rule gaps. Lifecycle-rule ranking reflected deletion-policy completeness, but

it did not determine whether retained objects were sensitive or generated by vulnerable workloads.



In comparison, the proposed framework combined vulnerability evidence with lifecycle and
residual-data context. This result extends cloud storage security assessment from isolated
permission or encryption checks to storage-object exposure chains [26,27]. The storage-protection

logic used for comparison is summarized in Fig. 2.
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Fig. 2. Automated encryption and decryption framework for cloud data protection.

3.3 Remediation Grouping and Exposure Reduction

The framework consolidated 31,200 vulnerability findings into 4,640 lifecycle-aware
remediation units. This grouping reduced repeated findings from storage-facing workloads,
connector versions, processing images, and bucket-level policy records while preserving the
affected object chain. After two remediation batches, residual sensitive-object cases decreased by
2.31 million records, and long-lived temporary URLs linked to sensitive data decreased from
3,420 to 870. These results indicate that lifecycle-aware grouping can reduce security workload
and improve remediation priority. Traditional vulnerability management usually groups findings
by CVE, package, image, or host. This approach is useful for patch tracking, but it is less suitable
for object storage security. A single vulnerable processor may write to several buckets, and each
bucket may contain different object classes, lifecycle rules, replication settings, and temporary
URL states [28,29]. The proposed grouping method therefore provides a clearer repair unit by
linking each vulnerability to generated objects, lifecycle violations, URL exposure, replication

mismatch, and affected data class.

3.4 Scanning Cost, Stability, and Limitations

The storage-policy engine scanned 126 million object records in 41.3 min and completed
daily incremental analysis in 6.8 min. The median scoring time was 24 ms per bucket-level risk
unit, indicating that the method can support large-scale storage review with acceptable processing
cost. These results are important because object storage systems often contain many small files,
retained versions, replicated copies, and temporary outputs. Access-control-only reviews may

miss this residual exposure because they do not track object age, URL lifetime, deletion deadlines,



or workload-to-object links [30]. However, the framework depends on accurate object metadata,
complete lifecycle rules, reliable URL records, current replication settings, and correct
workload-to-bucket mappings. If deletion logs are incomplete or object labels are outdated,
residual exposure may be underestimated. Future work should include runtime object-access
evidence, cross-cloud storage validation, and automated deletion-proof checks to improve

lifecycle-aware risk assessment.

4. Conclusion

This study developed a policy-aware vulnerability risk assessment framework for object
storage lifecycle and residual data exposure in cloud platforms. The framework combined object
sensitivity, lifecycle-rule completeness, deletion-policy compliance, bucket vulnerability context,
temporary URL exposure, processing-service privilege, replication settings, and retention
violations into one assessment model. The results showed that the method detected 4,180 residual
data exposure chains from 31,200 vulnerability records and grouped them into 4,640
lifecycle-aware remediation units. After two remediation batches, residual sensitive-object cases
decreased by 2.31 million records, and long-lived temporary URLs linked to sensitive data
decreased from 3,420 to 870. The storage-policy engine scanned 126 million object records in
41.3 min and completed daily incremental analysis in 6.8 min, with a median scoring time of 24
ms per bucket-level risk unit. These results indicate that lifecycle-aware assessment can identify
storage risks that may be missed by access-control-only reviews. The main contribution of this
study is that it links vulnerable processing workloads with generated objects, retained copies,
temporary URLSs, replication rules, and deletion-policy gaps. This design provides a clearer basis
for prioritizing risks that may affect data confidentiality and deletion integrity. The framework can
support cloud storage governance, residual-data cleanup, lifecycle-policy review, and vulnerability
remediation planning. However, its accuracy depends on complete object metadata, reliable
lifecycle rules, current URL records, and correct workload-to-bucket mappings. Future work
should include runtime object-access evidence, cross-cloud storage validation, and automated

deletion-proof checks to improve the stability and wider use of the method.
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