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Abstract

Edge video analytics systems continuously generate metric streams from camera devices, object-detection modules, frame
processing pipelines, network transmission, storage buffers, and inference accelerators. These metrics are non-stationary because
of lighting variation, scene changes, camera movement, workload migration, and model update cycles. Abnormal conditions, such
as camera tampering, inference service failure, dropped frames, and abnormal bandwidth consumption, may be hidden among
repeated operational fluctuations. This study proposes a memory-regularized stream clustering method for anomaly detection in
edge video analytics metrics. The method builds online clusters for normal metric patterns and uses a memory-regularization term
to retain sensitivity to rare deviations over long-term monitoring. A multi-source metric embedding module combines frame rate,
inference latency, object-count distribution, GPU utilization, buffer occupancy, packet loss, and video bitrate into streaming
feature vectors. Experiments are conducted on an edge video analytics platform containing 2,460 cameras, 380 edge nodes, 96
inference services, and 44 monitoring indicators collected every 15 seconds over 64 days. The dataset includes 182 million metric
records and 2,360 annotated abnormal episodes, including camera occlusion, frame-drop bursts, inference queue blockage,
abnormal object-count drift, and edge-node network congestion. The proposed method shortens median detection delay from 12.4
minutes to 3.9 minutes compared with a sliding-window clustering baseline. False alerts are controlled at 1.6 cases per edge node
per week. The system processes 41,000 metric records per second and maintains 6,780 active cluster states with 860 MB memory
usage. Memory regularization preserves 1,540 low-frequency abnormal patterns that would otherwise be absorbed into normal
operational clusters. The results demonstrate that memory-regularized stream clustering can improve anomaly detection for
evolving edge video analytics data streams.

Keywords: Edge video analytics; streaming anomaly detection; memory-regularized clustering; edge computing; video metric streams;
online learning; operational anomaly detection.
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Introduction

Edge video analytics has become a critical component of smart
cities, intelligent transportation, industrial inspection, infrastructure
management, and public safety. Unlike cloud-only architectures,
edge-based systems process video streams close to cameras, thereby
reducing transmission latency, lowering bandwidth consumption,
and enabling timely responses to events. A large-scale edge video
platform continuously produces operational metrics such as frame
rate, inference latency, object-count distribution, GPU utilization,
buffer occupancy, packet loss, and video bitrate. These metrics
provide important information about the operating condition of
cameras, edge nodes, inference services, and communication
networks. Detecting anomalies from these metric streams remains
challenging because normal operating conditions are highly
dynamic. Lighting variation, camera movement, changing scene
complexity, workload migration, model replacement, and resource
reallocation can all cause substantial metric fluctuations without
indicating an actual system fault. In contrast, camera occlusion,
frame loss, inference queue blockage, GPU overload, network
congestion, and service degradation may initially appear as small
but repeated deviations rather than abrupt changes [1,2]. The strong
dependence among multiple metrics further complicates detection
because an abnormal change originating from one component may
propagate to other variables [3,4]. Recent research has therefore
introduced causal inference into fine-grained multivariate time-
series anomaly detection to distinguish initiating deviations from
their downstream effects and improve the identification of abnormal
variables [5]. However, applying such methods to continuously
evolving edge video systems remains difficult because the
relationships among metrics may change with workloads, scenes,
models, and deployment configurations.

Existing research on edge computing has mainly focused on
resource allocation, task scheduling, service placement, and cloud-
edge coordination [6]. These studies improve system efficiency and
resource utilization, but they generally assume that the operational
state of edge nodes and services can be reliably observed. In
practice, delayed fault detection may cause frame backlogs,
degraded inference accuracy, interrupted video services, or
unnecessary task migration. An anomaly detection mechanism for
edge video analytics must therefore identify faults quickly while
remaining robust to normal workload variation. It must also operate
continuously without repeatedly retraining the model whenever new
cameras, inference services, or workload patterns are introduced.
Deep learning methods, including autoencoders, recurrent neural
networks, transformers, and graph-based models, have
demonstrated strong performance in multivariate time-series
anomaly detection [7,8]. These methods can learn nonlinear
temporal relationships and interactions among system variables.
Nevertheless, many of them rely on large offline training datasets,
fixed-length observation windows, and relatively stable data
distributions. Their detection decisions are also commonly based on
reconstruction or prediction errors, which provide limited
explanations of how abnormal patterns evolve [9,10]. These
limitations reduce their suitability for large-scale edge environments
in which metric distributions change continuously and labeled fault
data are scarce [11,12]. Periodic retraining may partially address
distribution changes, but it increases computational cost and may
interrupt online monitoring. Stream clustering provides a more
flexible alternative because it incrementally updates representations
of normal behavior as new observations arrive [13,14]. It does not
require all data to be stored in advance and can adapt to gradual
changes in workload and system configuration. However,
conventional stream clustering methods usually prioritize recent
observations and may rapidly incorporate repeated abnormal
samples into normal clusters. As a result, a persistent low-frequency
fault may gradually be treated as normal behavior. Conversely,
aggressive forgetting mechanisms may remove information about
rare events before similar faults recur [15,16]. This stability—
adaptability conflict is particularly important in edge video systems,
where some faults occur infrequently but have serious operational
consequences [17,18]. For example, intermittent packet loss or
occasional inference queue blockage may recur over an extended

period without producing a single large deviation. Another
limitation of existing studies is that experimental performance is
often reported primarily through general classification measures,
such as precision, recall, Fl-score, or area under the receiver
operating characteristic curve [19,20]. Although these metrics are
useful, they do not fully represent the operational requirements of a
production-scale edge platform [21,22]. Detection delay determines
how long a faulty camera or service continues operating before
intervention [23,24]. False alerts per edge node directly affect the
workload of system operators. Processing throughput determines
whether incoming streams can be analyzed in real time, while
memory consumption controls whether the detector can be
deployed across a large number of resource-constrained nodes.
These practical measures are essential when hundreds of edge nodes
and thousands of cameras must be monitored continuously.

This study proposes a memory-regularized stream clustering
method for anomaly detection in edge video metric streams. The
method incrementally models evolving normal behavior while
preserving representative information about rare abnormal patterns,
preventing low-frequency faults from being prematurely absorbed
into normal clusters or forgotten during long-term operation. A
multi-source metric embedding mechanism combines frame rate,
inference latency, object counts, GPU utilization, buffer occupancy,
packet loss, and video bitrate into unified streaming feature vectors.
This representation captures complementary information from
video acquisition, model inference, resource utilization, buffering,
and network transmission, allowing the detector to distinguish
operational faults from isolated fluctuations in individual metrics.
The proposed method is evaluated on a production-scale platform
consisting of 2,460 cameras, 380 edge nodes, and 96 inference
services over a period of 64 days. The evaluation investigates
whether memory regularization shortens the detection delay of
infrequent and recurring faults, whether multi-source metric
embedding maintains stable detection performance under non-
stationary workloads, and whether the method satisfies the
throughput and memory requirements of real-time deployment. By
addressing both detection effectiveness and operational efficiency,
this study provides a practical approach for continuous health
monitoring of large-scale edge video systems. The results are
expected to support earlier fault identification, reduce unnecessary
alarms, improve the reliability of video inference services, and
provide a scalable anomaly detection framework for edge
environments in which system behavior changes continuously and
abnormal events are limited, heterogeneous, and difficult to label.

Materials and Methods

2.1 Sample and Study Object Description

The study used an edge video analytics dataset collected from a
commercial platform over 64 consecutive days. The dataset
included 2,460 cameras, 380 edge nodes, 96 inference services, and
44 operational indicators, sampled every 15 seconds. Each edge
node monitored multiple cameras, and each service logged
inference latency, frame rate, object-count distribution, GPU usage,
buffer occupancy, packet loss, and video bitrate. The dataset
contained 182 million metric records and 2,360 annotated abnormal
episodes, including camera occlusion, frame-drop bursts, inference
queue blockage, abnormal object-count drift, and edge-node
network congestion. Each session of metric records was treated as
the analysis unit. Anonymization removed personal identifiers,
leaving only timestamps, device IDs, service IDs, and operational
indicators for analysis.

2.2 Experimental Design and Control Experiments

The experiment compared the proposed memory-regularized
clustering method with a sliding-window clustering baseline and a
conventional streaming k-means model. The memory-regularized
method built online clusters for normal metric patterns and retained
rare deviations through a memory term. Sliding-window clustering
updated clusters over a fixed recent window without memory
retention, and k-means updated continuously without considering
repeated rare anomalies. The first 45 days of data were used to
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initialize clusters and calibrate parameters. The remaining 19 days
were used for online evaluation. All methods processed metrics in
time order and were not allowed to use future information. The
comparison focused on detection delay, false-alert workload, cluster
stability, and memory consumption.

2.3 Measurement Methods and Quality Control

Operational indicators were grouped into four categories: frame
processing, inference performance, buffer and network usage, and
object-count distribution. Frame processing metrics included frame
rate, dropped frames, and timing jitter. Inference performance
metrics included service latency, queue length, and GPU utilization.
Buffer and network metrics included buffer occupancy, packet loss,
and video bitrate. Object-count metrics captured average, variance,
and drift of detected objects per frame. Quality control removed
duplicate logs, invalid timestamps, incomplete sessions, and
impossible event sequences. Sessions with fewer than two valid
metric entries were excluded. Extreme values were winsorized at
the 0.5th and 99.5th percentiles. Labeled abnormal episodes were
verified against platform security reports, network logs, and service
failure audits to ensure annotation reliability.

2.4 Data Processing and Model Formula

Metric records were aggregated into session-level vectors and
normalized using median and interquartile range scaling.
Categorical features, such as service type or camera location, were
transformed into numerical frequency-based variables. For each
incoming vector x,, the distance to the nearest cluster center c; was
calculated as:

p
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where  p is the number of indicators, and  w, is the weight
of the k-th feature. Cluster updates included a memory-

regularization factor
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Here, 7 is the learning rate, and a larger ~ m, reduces cluster
movement when repeated rare anomalies are observed. The final
anomaly score combined cluster deviation D, and session-
transition deviation 7}
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where 7, measures deviation in frame rate, inference latency,
buffer occupancy, and object-count metrics, and g balances the
contributions.

m, to preserve rare abnormal patterns:

2.5 Model Evaluation and Statistical Analysis

Performance metrics included median detection delay, false-alert
workload, throughput, memory usage, and cluster stability.
Detection delay was measured from the first abnormal metric to the
first alert. False alerts were reported as the number of investigation
cases per edge node per week. Throughput measured the number of
metric records processed per second, and memory usage tracked
active cluster states. Cluster stability was monitored during periods
of high workload to evaluate the ability to adapt to normal changes
without losing sensitivity to rare anomalies. Confidence intervals
were computed using day-level block bootstrap resampling to
preserve temporal dependencies. Paired comparisons across daily
blocks assessed whether performance improvements were
consistent across normal, high-load, and anomaly-rich periods.

Results and Discussion

3.1 Detection Delay and Comparison with Baselines

The memory-regularized stream clustering method reduced
detection delay compared with the sliding-window clustering

baseline. The median delay dropped from 12.4 minutes to 3.9
minutes. The memory term retained low-frequency abnormal
patterns that standard methods often absorbed into normal clusters.
Fig.1 shows that the proposed method issues alerts earlier than the
baseline across different operational scenarios. Previous work on
streaming anomaly detection has noted that standard clustering
methods often struggle to detect repeated minor faults without delay
[25,26].
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Fig. 1. Median detection delay for each model, showing earlier identification
of anomalies using memory-regularized clustering.

3.2 False Alerts and Review Workload

False alerts are a major concern because each alert requires review.
The proposed method maintained 1.6 alerts per edge node per week,
lower than both sliding-window and standard k-means methods.
The memory term reduced misclassification of rare but recurring
anomalies. In contrast, models without memory often treat rare
deviations as normal after repeated updates, increasing false alerts.
These results show that preserving past abnormal patterns helps
reduce unnecessary alerts while adapting to normal fluctuations.
This finding supports prior studies emphasizing the need to balance
adaptation speed and false-alert control in streaming metrics
[27,28].

3.3 Cluster Stability under Changing Metrics

Cluster stability is essential when system metrics change due to
workload variation or camera activity. In our experiments, cluster
displacement remained below 0.22 normalized units, indicating that
normal fluctuations were captured without compromising
sensitivity to persistent anomalies. Fig.2 shows that clusters with
memory-regularized updates remained more stable than baseline
models during periods of rapid metric change. Maintaining cluster
consistency under evolving metrics is critical for separating true
faults from normal operational changes [29,30].
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Fig. 2. Cluster displacement under changing edge metrics, indicating stable
cluster updates during periods of high workload.

3.4 Comparison with Previous Methods and Practical
Implications

Compared with sliding-window and standard streaming clustering
methods, memory-regularized clustering offers practical benefits.
Retaining memory of past anomalies prevents repeated low-
frequency faults from being incorporated into normal clusters. This
reduces false alerts and improves detection consistency. While prior
work has discussed drift and historical retention in streams, few
methods explicitly combine both for operational edge analytics.
Limitations include testing on a single platform and the need for
careful parameter tuning under varying workloads. Future work
may explore automated memory adjustment and integration with
predictive models to handle more complex temporal patterns.

Conclusion

This study presented a memory-regularized stream clustering
method for real-time anomaly detection in edge video analytics
metrics. The method builds online clusters for normal metric
patterns and retains rare abnormal events through a memory term.
This design helps the system adapt to normal workload changes
while remaining sensitive to repeated faults. Experiments on a
platform with 2,460 cameras and 380 edge nodes showed that the
method reduced the median detection delay from 12.4 minutes to
3.9 minutes. False alerts were controlled at 1.6 cases per edge node
per week, and cluster states remained stable during workload
changes. The main contribution of this study is a clear and practical
clustering mechanism that balances fast response and memory
retention. It improves the detection of low-frequency faults,
including frame drops, inference queue blockage, abnormal object-
count drift, and network congestion. The method can support real-
time monitoring, fault diagnosis, and resource management in large-
scale edge video systems. However, the evaluation was based on
one platform, and the memory parameters may vary with workload
conditions. Future studies should test the method across different
edge systems and develop automatic parameter adjustment for more
stable deployment.
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